NCTC GULFPORT CYBER CAFE
USER RESPONSIBILITY AGREEMENT

As a Naval Construction Training Center (NCTC) CYBER CAFE network user, | am responsible and accountable for
the following requirements of this agreement. | am solely responsible for all access and actions carried out under my
user identification and password. As part of my responsibilities, | agree that I:

»  Will not disclose my password to anyone, nor will | write my password.

Will not give my password to anyone else due to reassignment, transfer, or termination.

Will not use NCTC CYBER CAFE computer resources for personal gain.

Will notify the network administrator immediately of computer security incidents.

Will not circumvent security requirements to obtain unauthorized access.

Will adhere to all security policies and rules concerning external connectivity.

Will not change the configuration of any network component, including computers.

Will abide by copyright laws in the use of any software application, operating system, or media.

Will not introduce unauthorized software or hardware into the NCTC CYBER CAFE infrastructure.
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Will not use the network in any manner that would reflect adversely on the DoN or DoD as per DoD 5500.7-R.
Specifically, such inappropriate uses may involve pornography; chain letters; unofficial soliciting or selling except
on authorized bulletin boards established for such use; violations of directive, statute, or regulation;
inappropriately handled classified information; and other uses that are incompatible with public service or trust.

WARNING
Use Of Any DOD Interest Computer System Constitutes Consent To Monitoring At All Times

NCTC Gulfport is a Department of the Navy (DON) computer system. This computer system, including all related
NETWORKS, equipment, network devices (specifically including INTERNET access), and media are provided only
for authorized U.S. Government user. DON computer systems may be monitored for all lawful purposes, to ensure
that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and
to verify security procedures, survivability, and operational security. Monitoring includes active attacks by authorized
DON entities to test or verify the security of this system. During monitoring, information may be examined, recorded,
copied, and used for authorized purposes. All information, including personal information, placed on or sent over this
system may be monitored. Use of this DON computer system, authorized or unauthorized, constitutes consent to
monitoring of this system. Unauthorized use may subject you to criminal prosecution. Evidence of unauthorized use
collected during monitoring may be used for administrative, criminal or adverse actions.

| hereby acknowledge receipt of the Naval Construction Training Center User Responsibility Agreement;
| further acknowledge that | am responsible for knowing and understanding its content. This agreement
applies to all personnel and shall have the effect of a lawful order without further implementation.
Violation of this agreement may subject military members to disciplinary action under the Uniform Code
of Military Justice (UCMJ) and may lead to administrative separation. Use of this system constitutes
consent to monitoring for these purposes. Furthermore, | understand that the staff has the right to
revoke my access and inspect all files

USER NAME (PRINT CLEARLY) USER SIGNATURE DATE
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