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PREVIOUS EDITIONS ARE OBSOLETEOPNAV 5211/13 (Rev Mar 2015)

MSG/DONCIO 291652ZFEB 2008

DEPARTMENT OF THE NAVY (DON) 
LOSS OR COMPROMISE OF PERSONALLY IDENTIFIABLE INFORMATION (PII) 

 BREACH REPORTING FORM

This form is intended to provide information regarding the INITIAL REPORT of a loss or suspected loss of PII (i.e., a breach).  As additional breach 
information becomes available, this form can be submitted as often as necessary as a SUPPLEMENTAL REPORT.  Select the report type from the 
drop down menu above.  DO NOT DELAY submission due to lack of information.   

PERSON MAKING INITIAL REPORT

LOSS OF PII/BREACH INFORMATION

(The one hour reporting requirement to notify US-CERT begins at the Date and TIme command became aware of the breach.  Use military format for time (i.e. 0930, 1455))

 10.  Individuals Affected by Breach:  

Today's Date:

 7. Date of Breach:  9. Breach Discovery Time: 8. Breach Discovery Date:

(In most cases, the US-CERT number will not be available for inclusion in 
the initial report.  Please provide in supplemental report, when available.)

US-CERT Number:

 1.  Name:  2. Title:

 3.  Phone Number:

 5.  Component (BUMED Activities should Select CNO):

 6.  Organization/Branch/Unit Office: 

 4. E-mail Address:

 Government Civilians:

 If Other, Specify:

 Military (Retired):

 Military (Active):

 Other:

Total Number of Individuals Affected by Breach:

 Military (Dependent):

 Government Contractors:

 Members of the Public:

 Military (Reserve):

11.  Type of PII Lost (e.g., SSNs, Financial Data, Medical Data, etc): 

12.  Brief Description of the breach.  Do not include specific names or PII of personnel whose information was lost or compromised.

DATA STORAGE/COLLECTION MEDIA TYPE INFORMATION

13.  Data Storage/Collection/Media  
      Type involved in Breach:

 14. If Other or More Than  
       One Type, Specify:

 18. If Other, Specify:

15.  If the Breach Involved Hardware or Equipment, was the equipment (Check All That Apply):

16.  If the Breach Involved a Government Credit Card, was the Issuing Bank Notified:

PK Enabled

Yes No N/A

Password ProtectedEncrypted

Personally Owned Government Owned Contractor Owned

17.  What was the Cause of the Breach?
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 22. E-mail Address:

 20. Title:

 21.  Phone Number:

 19.  Name:

ORGANIZATION DESIGNATED OFFICIAL

SENIOR OFFICIAL SIGNING NOTIFICATION LETTERS (IF APPLICABLE) (Usually the Commanding Officer)

Individual Notifications: 
  
Based on information provided in this report, a risk analysis will be conducted by the DON CIO Privacy Office.  If the analysis leads to the  
determination of a high risk potential for identity theft, this report's Organization Designated Official will be contacted within 24 hours and 
provided with additional guidance regarding the requirement for notifying individuals. 
 

 26. E-mail Address:

 24. Title: 23.  Name:

 25.  Phone Number:

Selecting this button will forward the breach report to:  the US-CERT,  the DON CIO 
Privacy Office, OPNAV N6, and CHINFO.

Selecting this button will forward the breach report to:   the DON CIO Privacy Office, 
OPNAV N6, CHINFO, BUMED,  and the Defense Health Agency (DHA).

Selecting this button will forward the breach report to:  the DON CIO Privacy Office, 
CHINFO, the MC PA Officer (ARSF), the MC C4 CY Division, the MCNOSC Watch 
Officer, and the MC Public  Affairs Media (PAM) Branch. 

Selecting this button will forward the breach report to:  the DON CIO Privacy Office, 
OPNAV N6, and CHINFO.

Selecting this button will forward the breach report to:  the US-CERT,  the DON CIO 
Privacy Office, OPNAV N6, CHINFO, BUMED,  and the Defense Health Agency (DHA).

Selecting this button will forward the breach report to:  the US-CERT,  the DON CIO 
Privacy Office, CHINFO, the MC PA Officer (ARSF), the MC C4 Cy Division, the MCNOSC 

Watch Officer, and the MC Public  Affairs Media (PAM) Branch.   

  
If this form will not work with your version of Adobe Acrobat, please follow the procedure in DON CIO WASHINGTON DC 291652Z FEB 08 LOSS OF PERSONALLY IDENTIFIABLE 
INFORMATION (PII) REPORTING PROCESS or MARINE CORPS ENTERPRISE INFORMATION ASSURANCE DIRECTIVE 011
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DEPARTMENT OF THE NAVY (DON)
LOSS OR COMPROMISE OF PERSONALLY IDENTIFIABLE INFORMATION (PII)
 BREACH REPORTING FORM
This form is intended to provide information regarding the INITIAL REPORT of a loss or suspected loss of PII (i.e., a breach).  As additional breach information becomes available, this form can be submitted as often as necessary as a SUPPLEMENTAL REPORT.  Select the report type from the drop down menu above.  DO NOT DELAY submission due to lack of information.   
PERSON MAKING INITIAL REPORT
LOSS OF PII/BREACH INFORMATION
(The one hour reporting requirement to notify US-CERT begins at the Date and TIme command became aware of the breach.  Use military format for time (i.e. 0930, 1455))
 10.  Individuals Affected by Breach:  
(In most cases, the US-CERT number will not be available for inclusion in the initial report.  Please provide in supplemental report, when available.)
DATA STORAGE/COLLECTION MEDIA TYPE INFORMATION
15.  If the Breach Involved Hardware or Equipment, was the equipment (Check All That Apply):
16.  If the Breach Involved a Government Credit Card, was the Issuing Bank Notified:
ORGANIZATION DESIGNATED OFFICIAL
SENIOR OFFICIAL SIGNING NOTIFICATION LETTERS (IF APPLICABLE) (Usually the Commanding Officer)
Individual Notifications:
 
Based on information provided in this report, a risk analysis will be conducted by the DON CIO Privacy Office.  If the analysis leads to the 
determination of a high risk potential for identity theft, this report's Organization Designated Official will be contacted within 24 hours and
provided with additional guidance regarding the requirement for notifying individuals.
 
Selecting this button will forward the breach report to:  the US-CERT,  the DON CIO Privacy Office, OPNAV N6, and CHINFO.
Selecting this button will forward the breach report to:   the DON CIO Privacy Office, OPNAV N6, CHINFO, BUMED,  and the Defense Health Agency (DHA).
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, CHINFO, the MC PA Officer (ARSF), the MC C4 CY Division, the MCNOSC Watch Officer, and the MC Public  Affairs Media (PAM) Branch. 
Selecting this button will forward the breach report to:  the DON CIO Privacy Office, OPNAV N6, and CHINFO.
Selecting this button will forward the breach report to:  the US-CERT,  the DON CIO Privacy Office, OPNAV N6, CHINFO, BUMED,  and the Defense Health Agency (DHA).
Selecting this button will forward the breach report to:  the US-CERT,  the DON CIO Privacy Office, CHINFO, the MC PA Officer (ARSF), the MC C4 Cy Division, the MCNOSC Watch Officer, and the MC Public  Affairs Media (PAM) Branch.   
 
If this form will not work with your version of Adobe Acrobat, please follow the procedure in DON CIO WASHINGTON DC 291652Z FEB 08 LOSS OF PERSONALLY IDENTIFIABLE INFORMATION (PII) REPORTING PROCESS or MARINE CORPS ENTERPRISE INFORMATION ASSURANCE DIRECTIVE 011
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